
tic^T AVA2LADLE COPY 

i 



Start Main 
Process 



Launch 
Execution 
Controller 



Attach 
Execution 
Controller as 
Debugger 



Load 
Decryption Key 
Indices from 
Executable 



Decrypt 
Function and 
Repeat 1025 



1045 



Report / 
Activate Dye 
Packet 




i 



Retrieve 
Decryption 
Key Value for 
Function 



2 



Check for 
Tampering 



1040 



1035 




Re-encrypt 
Completed 
Functions 



Authenticate 
and Get Keys 



1020 


Load 






Replacement 






Bytes from 


1 




Executable 





Execute AP 
Until Interrupt 
Instruction 



1025 



1055 



1050 



1030 



FIGURE 4 



